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Use in payment transactions

dealer-terminal

bankserver

chipcard
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Add-on fields

public building

banks
user <-> application

user <-> user

smartcards
signature
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KMS - trivial

GPGee

keystore

Java
Keytool

� generate
� import
� export
� encrypt
� decrypt

� generate
� list
� import keystore

HSM
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Purpose of using keys

� Master Key
� Encryption Key
� Certificate Key
� Certificate Rootkey

� requested
� generated
� managed
� distributed
� integrated
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What is key-administration?

descriptive 

information

� name
� owner

� type

� length
� ID

� version

� validity

� purpose

cryptographic 

information

� value
� Enc-Key

� Security values

• MAC
• checkvalue

• Hash

Life-cycle

distributed expire

used

created



8© 2009 by Informatik-Werkstatt GmbH – Mastering the complete life cycle of keys and certificates

Why have key information?

5 W - questions
� where from
� how long

� what for

� who received

� what type

periodically change of keys

KGKGEN     01.01.2001     KGKGEN
2009                                   2010

derived
keys

key-recipients

key-certificate Auditing



9© 2009 by Informatik-Werkstatt GmbH – Mastering the complete life cycle of keys and certificates

KMS - advanced

KMS

keystore

HSM

Distributed to Customer XYZ:

KGKGEN-0501  /  2009-01-10  / Key-Mgr-01

KGKCARD-1102  /  2009-06-15  / Administrator

KGKCARD-1101  /  2009-01-10  / Key-Mgr-01

KGKCARD-1001  /  2008-10-23  / Administrator

KGKGEN-0502  /  2009-01-10  / Key-Mgr-01

Generated:

KGKCARD-1001  /  2008-06-01  / DES-16 / SYS

KGKCARD-1002  /  2008-06-01  / DES-16 / TKEY

KGKCARD-1003  /  2008-06-01  / DES-16 / WORK

KGKPVN-0810  /  2008-10-18  / AES-128 / SYS

KGKPVN-0812  /  2008-10-18  / AES-256 / WORK

SYS-PGM-2204  /  2009-03-31  / RSA-1024 / WORK / Z
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KMS - qualified
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Summary

Thank you for your attention!

� For the key management it’s important to 
manage keys in a secure environment.

� But the key describing information has 
the same importance.


